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[MOJIMTUKA
uHdopMmanronHoi 6e3onacHoctd - MAJIOY "letckuii cag Ne271"

1. [lepedeHb UCTIONB3YyEMBIX ONpeIEeTIeHUN, 0003HaYEHUIN U COKpaIEHU

AUDB — AnmunuctpaTop HHGOPMAIIMOHHON 0€30MaCHOCTH.

APM — ABromaTusupoBaHHOE pabouyee MecTo.

AC — ABromMaTu3upoBaHHas CUCTEMA.

Nb — Uudopmarimonnast 6€30mMacHOCTb.

NP — UndopmarinoHHbie peCcypChl.

NC — UndopmanmonHas cucrema.

MD — MexceTeBoi dKpaH.

HC/I — HecaHKIIMOHUPOBAHHBIN TOCTYII.

OC — OneparmoHHas cuctema.

[1b — [onutrku 6€30MacHOCTH.

[1/T11 — [IepcoHanbHbIE TaHHBIE.

I1O — [IporpamMmmHOe oOecrieueHue.

C3U — CpenctBo 3amuThl HHGOPMAITUH.

OBM — DneKkTpoHHas — BBIYUCIUTENbHAS MAlIMHA, IEPCOHATIBHBIN KOMITBIOTED.

ABTOMAaTHU3UPOBAHHAS CUCTEMA — CHUCTEMA, COCTOSINAs U3 MEePCOHala U KOMILUIEKca
CPEICTB  aBTOMATH3AIlMM €ro  JESITeNIbHOCTH, pealu3yiomas HH()OPMAIMOHHYIO
TEXHOJIOTHIO BBHITTOJTHEHHS YCTAHOBJICHHBIX (DYHKIIHIA.

AnmunucTpatop MHGOPMAIMOHHONW 0€30MacHOCTH — CIEUUAJUCT WM TpyIma
CHEIUAIKNCTOB OpPraHU3aIlMK, OCYIIECTBISIOMIUX KOHTPOJIH 32 OOECIeYeHUEM 3alllUThI
unpopmarmu B JIBC, a Takke OCYHIECTBISIONIME OPraHU3alUI0 padOT MO BBIABICHUIO U
MPEeAYNPEeKICHUIO BO3MOXKHBIX KAaHAJIOB yT€YKH HWHOOpPMAINHU, TMOTECHIUATBHBIX
BO3MOxHOCcTeH ocymectBienus HCJI x 3amuiiiaemoit nHGpopMaIuu.

Hoctyn & wHpOpMaMM — BO3MOXKHOCTh TIONy4YeHHs HWHOpManuum u ee
HCIIOJIb30BAHUSL.

Nnentudukamnus — npucBoeHne CyObeKkTaMm AocTyna (TOoJb30BaTelsM, MPOIeccam)
u o0bekTam jJoctyna (MHGOPMAIMOHHBEIM pecypcaM, YCTpOWCTBaM) HMAeHTHUKATOpa U
(wn) CpaBHEHUE TPEABABIAEMOrO0 HICHTH(PUKATOpPA C TMEpeYHEM MPHCBOCHHBIX
UISHTH(PUKATOPOB.

Nudopmarust — 93T0 aKTUB, KOTOPHIN, MOAOOHO JAPYTUM aKTHBAM, UMEET IEHHOCTh
, CJIEIOBATEIBHO, JOJKEH OBITh 3alTUIICH HAIJICKAIINM 00pa3oMm.

Nudopmarmonnasi 0€30MacHOCTh — MEXaHHW3M  3allUThl, O00ECTICUNBAIOIIHIMA
KOH(QUAEHIMUATBHOCTh,  IEJIOCTHOCTb,  JOCTYMHOCTb  HWH(OpMalMHU;  COCTOSIHHE
3alIUIIEHHOCTH WH(OPMAIIMOHHBIX aKTHUBOB B YCJIOBHUSAX Yrpo3 B HH(POPMAIMOHHOMN
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chepe. Yrpo3bl MOryT OBbITH BbI3BaHbl HENPEIHAMEPEHHBIMH OIIMOKAMM IIE€pCcOHaja,
HEMPaBWIbHBIM (PYHKIIMOHHUPOBAHUEM TEXHUYECKUX CPEJCTB, CTUXUUHBIMU O€IICTBUSIMHU
WIM aBapusiMu (TOXkap, HABOJHEHHME, OTKIIOUYEHHE DJIEKTPOCHAOXKEHUS, HapyLICHHE
TEJIEKOMMYHHKAIIMOHHBIX KaHAJIOB U T.II.), TMO0 MpeIHAMEPEHHBIMH 3JI0YMBIIICHHBIMU
NEUCTBUSIMU, IPUBOSIIMMHU K HAPYIICHUIO HHPOPMAITMOHHBIX aKTUBOB.

Nudopmarmonnass cucrteMa — COBOKYIHOCTb HPOIPaMMHOIO OOECHEYEHHS] H
TEXHUYECKUX CPEJCTB, HCIOJb3YEMBIX [UJI1 XpaHEHus, o0OpabOTKM U mepeaaydu
uH(pOopMaIK, C LIEeJbI0 peleHus 3aaad noapasaeneuuit - MAJIOY "Jlerckuit cag No271".

NudopmarimoHHble TEXHOJIOTMH — IPOLECCHl, METOMbI MOUCKa, cOOpa, XpaHEHUS,
00paboOTKHU,  MPENOCTaBICHUS,  pacHpocTpaHeHuss  WHPOpPMAIUM U CIOCOOBI
OCYUIECTBJICHHSI TAKUX MPOLECCOB U METOJIOB.

Nudopmarmonnsle pecypchl — COBOKYIHOCTb COZEpKalleicss B 0azax JaHHBIX
uHboOpMaIK U 0OecTieUnBaIOIUX €€ 00padOTKy HHPOPMALIMOHHBIX TEXHOJIOTUH.

HcTouHuk yrpo3sl — HaMepeHHWE WM METOJ, HAlleJICHHbIH Ha YMBIIUJICHHOE
UCIOJIb30BaHUE YSA3BUMOCTH, JUOO CHUTyalusi WIM METOJ, KOTOPbleé MOTYT CIy4ailHO
POSIBUTD YSA3BUMOCTb.

Kondunenunansnas nadopmanus — uHGopMalus ¢ OrpaHUYECHHBIM JOCTYIIOM, HE
coliepKallasi CBEJCHUM, COCTABIAIONIMX TOCYJaPCTBEHHYIO TalHy, JAOCTYH K KOTOPOM
OTPaHUYMBAETCA B COOTBETCTBUU C 3aKOHOAATENbCTBOM Poccuiickon denepanumu.

KondunenuuanpHocTh — goCcTyn K HHGOpPMAIMM TOJBKO aBTOPU30BAHHBIX
II0JIb30BaTENIEH.

Kputnunas undopmaius — uagopmanus, HapyluieHue AOCTYITHOCTH, LEJIOCTHOCTH,
b0 KOH(GUIEHIMATBPHOCTH KOTOPOM, MOXET OKa3aTh HEraTUBHOE BIMSHHE Ha
dbyukronupoBanue noapasaeneauii - MAJIOY "Jlerckuii cag Ne271" mnam wHOTO BHIA

y1iepoa.
JlokanpHas BBIYHMCIHTENBHAS ceTh — rpynma OBM, a Taxke mnepudepuiinoe
o0opynoBaHue,  OOBbCAMHEHHBbIE  OAHMM  HJIM  HECKOJbKMMH  aBTOHOMHBIMHU

BBICOKOCKOPOCTHBIMHM KaHaJIaMH Tepefiaur NU(POBBIX JAaHHBIX B Mpeesax OJHOTO HIIU
HECKOJIbKUX OJTU3NIeRKAIINX 3TaHUM.

MexceTeBo 3KpaH — MPOTrPAMMHO-AINNAPATHBI KOMIUIEKC, HWCIOJIb3YEMBbIA IS
KOHTpoJist aoctyna mexay JIBC, BXomsdluMu B COCTaB CETH, a TAKXKE MEXKAY CEThIO -
MAJIOY "lerckuii cag Ne271" u BHemIHUMHU ceTsIMHU (ceTbto THTEpHET).

HecaHkimoHupoBaHHBIM J0CTyn K HMHQOpManmuu — JOCTYN K HUHMOpMaIuH,
HapyLAIIMU NpaBujla pa3srpaHudYeHUs YPOBHEN MOJTHOMOYNN MOJIb30BATENEH.

[Tonutuka wHOPMAITMOHHONW O€30MAaCHOCTH — KOMIUIEKC B3aMMOYBSI3aHHBIX
PYKOBOJSAIIUX TPHUHIIMIOB M pPa3pabOTaHHBIX HAa WX OCHOBE TPAaBHI, MPOIEAYpP U
MpakTU4YecKux mpuemoB, TpuHATHIX B MAJIOY "Jlerckuit cag Ne271" nnsa obecneueHus
ero nH()OPMAITMOHHON OE30MaCHOCTH.

[Tonp30Barenb JIOKAIBHOM BBIYUCIWTENBHOM CETH — COTPYJHHK OpPraHU3aLUH
(ITaTHBIM, BPEMEHHBIM, pabOTaOMIMI MO KOHTPAKTy W T.M.), @ TaKXe MpoYue Jula
(mOpsAIYUKH, ayAUTOPHI U T.I1.), 3aPETUCTPUPOBAHHBIN B CETH B YCTAHOBJICHHOM IOPSIKE
U TOJYYMBIIMH TMpaBa Ha JOCTYH K pecypcaM CeTH B COOTBETCTBUM CO CBOMMH
GYHKITMOHATHHBIMU 00SI3aHHOCTSIMU.

[IporpammHoe  oOecrieueHHe —  COBOKYIIHOCTb  MPHUKIAIHBIX  MPOrPaMM,
YCTaHOBJIEHHBIX Ha cepBepe i OBM.
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Pabouast cTaHuus — NMEpCOHANBHBIA KOMITBIOTEP, HA KOTOPOM IOJB30BATENb CETH
BBITIOJIHSIET CBOU CITY>KE€OHBIE 00513aHHOCTH.

Peructpannonnas (y4eTHas) 3amuch IMOJb30BaTENsl — BKIIOYAET B ceOs UMs
MONB30BAaTENsI W €r0  YHUKANbHBIA  IUPPOBOM  UACHTU(DUKATOP, OJHOZHAYHO
UACHTUULIUPYIOMMA JTaHHOTO TMOJb30BaTENsl B OINEpPAlMOHHON cucrteMe (cetu, Oasze
TaHHBIX, MPWIOKEHUH W T.N.). PerucrpammoHHas 3amuch CO3/aeTCs aIMHUHUCTPATOPOM
IpU PETUCTPAIlMU TIOJNH30BATEsl B OMNEPALMOHHON CHCTEME KOMITBIOTEpa, B CHUCTEME
ympaBieHHus 0a3aMu JaHHBIX, B CETEBBIX JOMEHAX, MPUIOKEHUAX U T.1. OHA TaK)Ke MOKET
cofiepKaTh Takue CBeleHHUs o moisib3oBatene, kak @.M.O., Ha3BaHue mnonpasjeeHus,
tenedonsl, E-mail u 1.11.

Poitb — COBOKYITHOCTH TOTHOMOYH U MIPUBWIIETUH HA TOCTYI K HHPOPMAITMOHHOMY

pecypcy,  HEOOXOIMMBIX IS BBINOJHEHHS  MOJIb30BaTelIeM  OIpPEAesICHHbIX
(YHKIMOHAIBHBIX 00S3aHHOCTEH.
OTBeTCTBEHHbIH 3a TEXHUYECKOE oOOecleueHne — COTPYAHUK OpraHu3alui,

3aHMMAIOIINIICS COMPOBOXKJEHUEM aBTOMATU3MPOBAHHBIX CHUCTEM, OTBEYAIOMIMA 3a
byHkmoHupoBanue JokaibHou cetu - MAJIOY "Jlerckuii cag No271" u T1K.

VYrpo3sl uHboOpMaIMu — MOTEHIIMAIBHO CYHIECTBYIOIIAs OMACHOCTH CIy4ailHOIrO
WIM  T[PEAHAMEPEHHOTO  pa3pylleHus, HECAHKIMOHWPOBAHHOTO MOJYYEHUS  WIIU
MoIu(UKALMK JaHHBIX, OOYCIIOBJICHHAas CTPYKTYypOll cHCTeMbl OOpabOTKH, a TaKxkKe
YCIIOBUSIMH OOpaOOTKM W XpaHEHUS JIaHHBIX, T.€. ATO MOTEHIMAJIbHAs BO3MOXXHOCTh
UCTOYHHUKA YIPO3 YCIEIIHO BBISIBUTH OMPEACICHHYIO YSI3BUMOCTb CUCTEMBI.

VS3BUMOCT — HENOCTaTKHM WM cjabble MecTta HHGOPMAIMOHHBIX aKTHBOB,
KOTOphIE MOTYT TIPUBECTH K HapylIeHHI0 HWH(OpManmoHHONW O€30MacHOCTH TpHU
peanuzanuu yrpo3 B ”HGOpMaIMoHHOM cdepe.

LlenoctHocT,  HMH(OpPMAIMM —  COCTOSHUE  3allMIIEHHOCTH  HWHMOpMaIH,
xapaktepuzyemoe crnocobHocteio AC oOecneynBaTh COXPAaHHOCTh U HEU3MEHHOCTh
KOH(QUIEHIIMATPHOM WHGOpPMAIMM TPU  MONBITKAX HECAHKIMOHUPOBAHHBIX  WIU
CITy4alHBIX BO3JICHCTBUI Ha HEE B IIpoliecce 0OpabOTKU U XpaHEHUS.

DONeKTpoHHasl TMOoANUCh — wuHopMammss B IJIEKTPOHHOW (opMme, KoTopas
npUcCOoeIMHEHA K Jpyrod wuHoOpMamuu B JJIEKTPOHHOW (opMe (ITOAIHUCHIBAEMOM
uHDOpMalMK) WX HMHBIM O0pa3oM CBs3aHa ¢ Takol uWHpopMamuenn ©u KoTopas
UCTIONIb3YETCA JIJISl OTPEICIICHHUS JIUIIA, TTOAMUCHIBAIONIET0 HH(OPMAIIHIO.

2. BBOHEBIE TOTOKEHUS

2.1. Beeneuue

[Tonutuka Wb - MyHununaaibHOe aBTOHOMHOE JIOMIKOJIBHOE 00pa3oBaTEIbHOE
yupexaenue "Jlerckuii cam Ne271" (mamee — - MAJIOY "Jlerckuit cam Ne271")
ompesieNsieT eu U 3amadu cucteMmbl odecnieuenns b u ycraHaBimmBaeT COBOKYIMHOCTh
mpaBwi, TPEOOBaHWM W PYKOBOISIIMX MNpUHIMIOB B obmactu Wb, kotopsiMu
pykoBoactByercs - MAJIOVY "Jletckuii cam No271" B cBOEl E€ATENIBHOCTH.



2.2. llenn

OcHoBHbIMU TIeTsiMH TioNUTUKU Wb aBastorest 3amurta uHbopmanuu - MAJIOY
"Herckuit canm Ne271" oT BO3MOXXHOIO HAHECEHHS MaTepUaJbHOrO, (PU3HUECKOTO,
MOpPAJILHOTO WJIA MHOro yuiepOa, MOCPEACTBOM CIYYaWHOTO WM NPeIHaMEPEHHOTO
BO3JIEHCTBUSI Ha HMH(OpPMALMIO, €€ HOCUTENH, MNpOIEecChl O0pabOTKH W Mepedadyu U
obecnieueHue dPdexTuBHOM  pabOTBI  Bcero  MH()OPMAIMOHHO-BBIYUCIUTEIHHOTO
KOMIUJIEKCa TPU OCYIIECTBICHUU JESITENIbHOCTH, YyKaszaHHoM B IlonoxeHun o
nestenbHoCcTH - MAJIOY "Jletckuii cag Ne271".

O6m1ee pykoBoacTBO obecnieueHueM Wb ocymectBisercs 3aBenyromero - MAJIOY
"Ilerckuit cag Ne271". OTBETCTBEHHOCTh 32 OPraHU3AIUI0 MEPOIIPUATUIN MO 00ECIICUSHHTIO
Ub u xontponb 3a cobOmogenueM tpeboBanuii b Hecer AMB. OTBeTcTBEHHOCTH 32
¢yHkumonupoBanure uHpopmaoHubix cucteM - MAJIOY "Jlerckuit cag Ne271" necer
aIMUHUACTPATOP UHGOPMAITUOHHON CUCTEMBI.

JomxHocTHble 00s3aHHOCTH Allba M CUCTEMHOT0 aAMUHUCTPATOPA 3aKPEIUISIOTCA
B COOTBETCTBYIOIIUX HHCTPYKITUSX.

PykoBonurenu ctpykTypHbix mnoapazfeneHuii - MAJIOY "Jlerckuii camg Ne271"
OTBETCTBEHHBI 3a 0OecTriedeHne BhITIOTHEHUS TpeOoBanuii b B cBouX mojipasiesieHusix.

Corpynauku - MAJIOY "Jerckuit cag Ne271" o06s3aHbl coOMIOAATh TOPSIOK
oOpaiieHus ¢ KOHQUICHIIMAITBHBIMU TJOKYMEHTaMHU, HOCUTEIISIMH KJIFOUeBON MH(pOpMaIuu
U Apyrou 3amuiiaeMor uH@popmarmei, codmonars TpedoBanus Hacrosel [lomutuku u
IpYyTUX JOKYMEHTOB BHYTpPeHHHX HTOKyMeHTOB - MAJIOY "Jlerckuii cam No271" mo
Bomnpocam obecnieueHus: Ub.

2.3. 3agauun

[Tomutnka Wb HampaBneHa Ha 3amuTy WHGOPMAIMOHHBIX AKTHBOB OT YIPO3,
UCXOJSIINX OT MPOTHUBONPABHBIX JEUCTBUM 3J0YMBILIIJIEHHUKOB, YMEHBIICHUE PUCKOB U
CHI)KCHHE MOTEHIIUAIBLHOTO Bpea OT aBapuii, HEMPeIHAMEPEHHBIX OMMOOYHBIX AEHCTBUI
nepcoHasia, TEXHHUYECKUX COOEB, HEMPABUIIBHBIX TEXHOJIOTHUYECKHX M OPraHU3aIl[MOHHBIX
penieHnii B mporeccax o0paboTKu, mepegayn U XxpaHeHus uHpopmanuu u odbecreueHne
HOPMAaJILHOTO ()YHKIIMOHUPOBAHUS TEXHOJIOTUYECKUX MPOIECCOB.

HanbGonpmmmu Bo3MOKHOCTSIMU Il HaHeceHus ymiepoa MAJIOY "Jlerckuii can
Ne271" obnagmaer coOCTBeHHBIM mepcoHan. JleWcTBUS TepcoHana MOTYT OBITh
MOTHBUPOBAHBI 3JIIM YMBICIIOM (TIPU 3TOM 3JIOYMBIIIIEHHUK MOKET UMETh COOOITHUKOB
Kak BHYTpHM, Tak u BHe - MAJIOY "Jlerckuéi cam Ne271"), nmbo wumeTh
HEeIMpeIHAMEPEeHHbIM OMOOYHbBINA XapakTep. Kareropuu Hapymurenei U uX BO3MOKHOCTH
onpenensaoTcs B « MoJaenu HapyIUTes.

Ha ocHOBe BEpOSITHOCTHOI OIIEHKH OMpEAeIsieTcsl MepeyYeHb aKTyallbHbIX YIpo3
0e30macHOCTH, KOTOPBI oTpaxkaeTcst B «Mojenu yrposy.

s nporuBoaerictBust yrpozam b B8 MAJIOY "Jletckuii camg Ne271" Ha ocHoBe
MMEIONIIErocsl OMbITA COCTABJISETCA MPOTHOCTHYECKAs MOJEIb MPEANOJaraéMbIX yrpo3 H
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MOJIeNIb HapymuTea. YeM TouHee cliejaH MporHo3 (COCTaBIEHbl MOJEIb YTPO3 U MOJIEIb
HapyLIUTENs ), TEM HUXKe pUcKkU HapyueHus b npu MUHUManbHbBIX pECYpCHBIX 3aTpaTax.

Pa3paboranHass Ha ocHOBe mnporHo3a nojgutuka Wb u B cooTBeTcTBUU C HEH
noctpoeHHass CYUDB sBnsercss HambOonee mnpaBUIbHBIM U 3(()EKTUBHBIM CIIOCOOOM
no0uThcss MUHUMU3aUMK puckoB Hapyumenuss Ub g - MAZIOVY "Jlerckuit cag No271".
Heo0xoaumMo yuuThIBaTh, 4TO C TEYEHHUEM BPEMEHU MEHSIETCS XapaKTep yrpo3, Mo3ToOMy
CJIelyeT CBOEBPEMEHHO, UCIIONb3Ysl JaHHbIE MOHUTOPHUHTA U ayAUTa, OOHOBIATH MOJAEIU
yIpO3 U HAPYLIUTENS.

Crpaterus oOecneuenuss IMb  3akmoyaeTcss B HUCIHOJIB30BAaHUM — 3apaHee
pa3pabOTaHHbIX MEp NPOTUBOJACHCTBUS aTakaM 3JOYMBIIUIEHHHUKOB, a TakKxKe
IPOrpaMMHO-TEXHUYECKUX W OPraHU3allMOHHBIX PEUICHUN, IO3BOJISIIOIINX CBECTU K
MUHUMYMY BO3MOJKHBIE TMOTEPU OT TEXHMUYECKHX aBapuid M OMIMOOYHBIX JAeHCTBUI
nepcoHana.

3ajmadyaMu HACTOSIIIEN MOJIUTUKHU SABIISIIOTCS:

— onucaHue opranusanuu CYUDB;

— onpexaenenue llomutuk Wb, a uMeHHO: MOJWTHKA peanu3aluy AHTUBUPYCHOU
3aIMTHI; TOJUTHUKA YYETHBIX 3aluceld; MOJUTHUKA MpenocTtaBieHus npocryna k UP;
NOJINTUKA  WCIOJB30BaHUs  Maposieil; monuTthka  3amuTtel APM;  monuTtuka
KOH(UIEHIIMATBLHOTO JIEJIONPOU3BOJICTBA;

- onpeaenenue nopsiaka conpopoxaeHusa UC - MAJIOY " derckuii cag Ne271".

2.4. O0nacTp IeUCTBUSA

Hacrosimas IlomuTuka pacripocTpaHseTcss Ha BCE CTPYKTYPHBIE TOJpa3ieiicHUs -
MAJIOY "Hetckuii cag No271" u o0s3aTesbHa ISl UCTIOTHEHUS BCEMH €TI0 COTPYTHUKAMU
U JODKHOCTHBIMH Juniamu. [lonoskeHuss Hacrosmied I[lomuTukn TpUMEHUMBI IS
UCITOJIb30BaHUS BO BHYTPCHHUX HOPMATUBHBIX U METOJMYCCKUX JOKYMEHTaX, a TaKXKe B
JIOTOBOpax.

2.5. [lepuon neficTBUs ¥ IOPSIOK BHECEHUSI N3MEHEHUH

Hacrosimas [lonutuka BBoautcs B aeiictBue IIpukazom 3apeayromero - MAJIOY
"JleTckuii cag Ne271".

[TonuTnka mpu3HaeTcsi yTpaTUBLIEH cuily Ha ocHoBaHuu [lpukasa 3aBenyroiiero -
MAJIOY "etckuii cag Ne271".

N3menenust B nmonutuky BHocsTcs [Ipukazom 3aBenyromero - MAZIOY "/erckuit
cag Ne271".

NunnmaropaMy  BHECEHHWS  W3MEHEHMHW B TOJUTUKY  HMH(POPMAIMOHHOM
0€30MacHOCTH SBIISFOTCSI:

— 3agenyromuit - MAJIOVY "lerckuii cag Ne271";

— pykoBoautenu otaenos - MAJIOVY "Jlerckuii cam No271";

— aJIMUHUCTpATOp MHPOPMAITMOHHOIN OE30MACHOCTH.
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[InaHoBas akTyanu3amusi HACTOAIIECH MOJUTHKA MPOU3BOAUTCS €KETOJHO U MMEET
LIEJIbIO TPUBEJECHUE B COOTBETCTBUE OIMPEICICHHBIX MOJUTUKON 3aIUTHBIX MEP PEaTbHBIM
YCJIOBUSIM U TEKYIIUM TpeOOBaHUSM K 3aIIUTe HHGOPMAIUU.

BuennanoBas aktyanuzanus nonutuku Mb u mpousBoguTcs B 00s3aTEILHOM
MOPSAJIKE B CICAYIOUIUX CIydasx:

— npu u3MeHeHun nonautuku Poccuiickoii ®@enepaunn B obnactu UMb, yka3oB u
3akoHOB Poccuiickoii denepaiu B 0071aCTH 3aUUThl HH()OpMaALUY;

— NpU U3MEHEHHM BHYTPEHHUX HOPMATHBHBIX JOKYMEHTOB (MHCTPYKIIUH,
MOJIOXKEHUM, pyKkoBoJIcTB), kacatomuxcst Ub - MAJIOVY "Jletckuii cam No271";

~ TIpY TPOMCIIECTBUU U BBISIBICHUM MHIUACHTA (MHIUECHTOB) 10 HapymieHuio Ub,
Biekyuiero yuiepo MAJIOY "lerckuit cag Ne271".

OTBEeTCTBEHHBIMU 3a akTyanu3anuio noautukd Wb (miaHoBYI0 M BHEIUIAHOBYIO)
Hecetr AUB.

Kontposns 3a ucnosiHeHueM TpeOOBaHUM HACTOSIIEH MOJTUTUKYA U TIOIJICPIKAHUEM €€
B aKTyaJIbHOM COCTOSIHUM Bo3yaraetcs Ha ANba.

3. [onutuku undopmarmonHoit 6e3onacuoctu - MAJIOVY "Jlerckuii cag No271"

3.1. HaznaueHnue nmoiuTuk MHGPOPMAIIMOHHON 6€301acHOCTH

[Tonutuku Ub - MAJZIOY "Jletckuii cag Ne271" — 3T0 COBOKYITHOCTh HOPM, TTPaABUII
U TMPAKTUYECKUX PEKOMEHJAIM, HAa KOTOPBIX CTPOMUTCS YIPABICHHE, 3alluTa W
pactipeneneuaue napopmarmu B MAJIOVY "Jletckuii cam No271".

[Tomutukn Wb oTHOCATCS K aIMHHUCTPATHBHBIM MepaMm obOecnieueHuss Wb wu
onpenensroT ctpareruto - MAJIOVY "Jlerckuii cax Ne271" B obmactu Ub.

[Monutuku Ub pernamentupyiot s¢dpextuBnyto padory C3U. OHu 0XBaTHIBAIOT BCE
0COOCGHHOCTH Tmporecca oOpabotku uH(opmaruu, omnpenenss mnoBeneHue MC u ee
MOJIb30BaTENC B pa3iudHbix cuTyauusx. llomutukn Wb peanusyrorcss mocpencTBOM
aIMUHUCTPATUBHO-OPTaHU3AIIMOHHBIX Mep, (PU3NYECKUX M MPOrPAMMHO-TEXHUUECKUX
CPEACTB U ONPENEIAECT APXUTEKTYPY CUCTEMBI 3AIIUTHI.

Bce noxymentansHo odopmiieHHbIE perneHus, popmupyromue [lonuTuku, 10mKHBI
ObITh yTBepKaeHBI - MAJIOY "leTckmii cag Ne271".

3.2. OcHOBHBIE PUHIIUIIBI OOecTiedeHusT HH(GOPMAITMOHHON O€301aCHOCTH

OcHoBHBIMU NpuHIIUNIAaMU oOecniedeHust b sBisttoTCs crnenyromnme:

— MOCTOSIHHBIM M BCECTOPOHHUK aHanmW3 WHGOPMAIMOHHOTO IPOCTPAHCTBA -
MAJIOY "Jlerckuit cam Ne271" ¢ 1enpi0 BBIABICHHUS YSI3BUMOCTEH HHGOPMAIMOHHBIX
aKTHBOB;

— CBOCBPEMEHHOE OOHApYKEHHE MPOOJIeM, TOTCHIIHAIBLHO CIIOCOOHBIX OBIUATH Ha
Ub - MAJIOY "Ierckuii cag Ne271", kOppeKTUpPOBKa MOAENEH YIrPO3 U HAPYILLIUTEIIS;
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— pa3paboTka ¥ BHEJIPEHUE 3alUTHBIX MEp, aJCKBAaTHBIX XapaKTepy BBISIBICHHBIX
yrpo3, € Y4e€TOM 3arpaT Ha HuX peanu3zauuio. [Ipuw 3TOM Mepbl, TpUHUMAaEMbIC s
obecnieueHusi b, He MOMKHBI YCIOXHATH JOCTHXKEHUE YCTaBHbIX lened - MAJIOY
"Merckuit cag Ne271", a Taxke MOBBILIATH TPYAOEMKOCTh TEXHOJIOTMYECKHX ITPOLIECCOB
00paboTku UHPOpMaALUK;

— KOHTPOJIb 3 PEKTUBHOCTH MPUHUMAEMBIX 3aITUTHBIX MED;

— nepCcoOHU(UKAIUSI U aJICKBATHOE pa3feiieHUE poJied M OTBETCTBEHHOCTH MEXKIY
corpyaaukamu - MAJIOY "[lerckuii cag Ne271", ucxonas u3 npuHIMIIA EPCOHATBHOU U
€IMHOJIMYHOM OTBETCTBEHHOCTH 32 COBEPIIAEMBIE OTIEPAIUU.

3.3. CootBerctBue IloauTnku 0€30MaCHOCTH AEHCTBYIOLIEMY 3aKOHOAATEIBCTBY

IIpaBOBYIO OCHOBY ITOJIMTHK COCTaBIAIOT 3aKOHBI Poccuiickoit denepannu u Apyrue
3aKOHOJATEJIbHBIE  aKThl, ONpPEACIAIONIMEe I[paBa M  OTBETCTBEHHOCTb TI'PaXJaH,
COTPYJAHHUKOB U rocyJapcTBa B cepe O€30MacHOCTH, a TaKXKe HOpMaTUBHBIE, OTPACIIEBbIE
U BEJIOMCTBEHHbBIEC JOKYMEHTHI, [0 BOMpPOcaM 0€30MacHOCTH UHPOPMALIUHU, YTBEPKICHHBIE
OpraHaMy TOCYJApCTBEHHOI'O YIIPABJICHUsS Pa3IMYHOTO YpPOBHS B IIpelesiax Mx
KOMIIETCHIIUH.

3.4. OTBETCTBEHHOCTD 3a peajn3aluio MOJIUTHK HH(POPMAITMOHHON O€30ITacCHOCTH

OTBETCTBEHHOCTh 3a pa3pabOTKy Mep U KOHTPOJb OOECIEeUeHUs 3allUThI
undopmanmu Hec€T AUB.

OTBETCTBEHHOCTH 32 pean3alvio MOJUTUK BO3JIAraeTCs:

— B 4aCTH, Kacaromiehcs pa3pabOTKH M aKTyaIM3aliy MMPaBUJI BHEIIHETO JIOCTyIa U
yIpaBJICHUS TOCTYIIOM, aHTUBUPYCHOM 3amuThl — Ha Alba;

— B 4YaCTH, Kacarollelcs IOBEJACHUS MPaBUi MOJUTUK A0 COTPYAHUKOB - MAJIOY
"Ilerckuit cag No271", a Takke MHBIX JUIL (CM. 00JaCTh JCHCTBUS HACTOAIICH MTOTUTHKH )
—na Alba;

— B YaCTH, Kacaroulelcss UCTIOJIHEHHUS TTPAaBUJ MOJUTHKH, — HA KaXKJIOI0 COTPYAHUKA
- MAJIOY "Jletckuii cam Ne271", corimacHO WX JOKHOCTHBIM M (DYHKIIMOHATBHBIM
00513aHHOCTSM, M MHBIX JIUII, ITOIaJaI0ONIUX 110 00JaCTh JEHCTBUS HACTOSIIEH ITOJUTHKH.

3.5. Tlopsitok OATOTOBKH TIEpCOHAIIA TI0 BOIIpOcaM WH(POPMAITMOHHOH 0€301acHOCTH |
JIOITyCKa ero K pabore

Opranuzanus ooyudenus: corpyaHukoB - MAJIOVY "Jlerckuit cag Ne271" B obnactu
Wb Bosznaraercs Ha AlMba. OOGydeHue mpoBoauTcs corniacHo [lmanHy, yTBep)KIeHHOMY
3aBenyromiero- MAJIOVY "Jletckuit cam No271".

IToamucu coTpyaHUKOB 00 O3HAKOMJIEHUM 3aHOCATCS B <«OKypHan mpoBeneHus
MHCTPYKTa)ka 1Mo MHPOPMAIIMOHHON 0€3011aCHOCTIY.
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Honyck nepconana k padote ¢ 3amuiaembivu P - MAJIOY "Jletckuii cag No271"
OCYUIECTBIISIETCS] TOJIBKO MOCJIE €r0 03HAKOMIIEHHS C HACTOSIIMMU TOJUTUKAMHU, a TaKKe
MocJie 03HaKOMJIEHUd mojb3oBareneit ¢ «llopsaakom paboTsl nmonb3oBareneity - MAJIOY
"lerckuit cax Ne271", a Tak ke MHBIMM MHCTPYKLHAMU IOJb30BaTeneil otaenbHbix HC.
Cornacue Ha coOJItOICHUE MPABWI U TPEOOBAHUIN HACTOAIIUX MOJUTUK TOATBEPIKIACTCS
MOANMUCSIMHU COTPYAHUKOB B «OKypHane MpoBeAeHHs] UHCTPYKTaXa Mo MH(OPMAIMOHHON
0e30MacHOCTI.

Honyck mnepcoHana k pabore ¢ KU - MAJIOY "Jlerckmit cam No271"
ocyulecTBisieTcs: mocie o3HakomuieHuss ¢ «llopsakom opranuzanuu  paOoOThl €
MaTepualibHbIMU HOcUTeNsAMKU», «llopsgok opranuzauuu padboThl C 3JIEKTPOHHBIMU
HocutensiMuy». [IpaBuna gomycka k padore ¢ MP nun, He ABIAIOMIMXCA COTPYIHUKAMU -
MAJZIOY "Jlerckuii camg No271", onpenenstorcsi Ha JOTOBOPHOM OCHOBE C ATUMHM JIMIIAMU
WIH C OpraHu3alsIMu, IPEICTABUTEISIMU KOTOPBIX SBIISIIOTCS 3TH JIUIIA.

3.6. 3amuimaemele nHGopManoHHbie pecypebl - MAJIOY "Jlerckuii cag Ne271"

3amuinaemMeie  MHOOPMAIIMOHHBIE PECYPChl OMPEACISIIOTCS B COOTBETCTBUH C
«Ilepedynem 3amuIIaeMbIX PECypCcoOB», YTBEPKIAeMbIM COOTBETCTBYrOIIUM I[Ipukazom -
MAJZIOY "etrckuii cag No271".

4. Tlonutuku UHPOPMALIMOHHOM 0€30MaCHOCTH
4.1. [Nonutuka npenocTaBiIeHHs A0CTyna K HHHOPMAIMOHHOMY Pecypcy

4.1.1. Haznauenue

Hacrosmass IlomuTka ompenenseT OCHOBHBIE IIpaBWJIa  MPEIOCTaBICHUS
COTpyIHMKaM foctyna K 3amuiiaeMsiM P - MAJIOVY " erckuii cag Ne271".

4.1.2. TTonoxxeHue moJIMTUKHA

[TonoxeHus: naHHOW TMONUTUKU ompeneneHbl B «llonmoxeHnn o pa3pelnTenbHOU
CHUCTeME JOMYyCKa», yTBepKaaemMoM cooTBeTcTByromuM Ilpukazom - MAJIOVY "JleTckuit
cag Ne271".

4.2. [lonuTtrKa y4eTHBIX 3amuceit

4.2.1. Hazuauenue

Hacrosimasa mnonuThka ompenenser OCHOBHBIE MpPAaBUJIa IPUCBOEHUS YYETHBIX
3amucel Mmoiab30BaresisiM HHGOpMalMOHHBIX akTUBOB - MAJIOVY "Jletckuii cax No271".



4.2.2. TTonoxenne mOJIUTHKA

PerncrpannoHHbIE yUeTHBIE 3alIMCH TOAPA3AEISIIOTCS Ha!

— MOJIb30BATENbCKUE — MpPEHAa3HAUYECHHbIE I HUIECHTU(UKALMU/Ay TEHTU(PUKALIUH
noJsib30Baresie uHGopMauoHHbIX akTUBOB - MAJIOVY "lerckuit cag Ne271";

— CUCTEMHBIE — UCIIOJIB3YEMBIE JJISI HY K]l ONIEPALIMOHHON CUCTEMBI;

— cny)keOHble — TpeAHa3HayeHHble I oOecrneueHus (PYyHKIUOHUPOBAHUS
OTJZIEJIbHBIX IIPOLIECCOB WIIM NPHUIIOKEHUMN.

Kaxnomy mnonp3oBatento mHpopMalmoHHbIX akTuBoB - MAJIOY "Jletckuit can
Ne271" Ha3zHauaeTcsl yHHMKaJbHAasl MOJIb30BATEIbCKAasl PETMCTPALMOHHAS y4E€THAsl 3aIMCh.
Jlonyckaercs mpuBsizka 0oJjiee OJHOW MOJIb30BATEIbCKONM YYETHOM 3alucCH K OJHOMY U
TOMY € TI0JIb30BaTeNt0 (HalpUMeEp, UMEIOIINX Pa3IU4HbIA YPOBEHb MOJTHOMOYHI).

B  ob0mem ciyyae 3ampemieHo  co3laBaTb M HMCHOJB30BaTh  OOIIYIO
NI0JIB30BATEIbCKYIO0 YUETHYIO 3aIMCh I TPYNIBI MOJIb30BaTenei. B cioydasx, korga 3to
HEOoOXOIMMO, BBHJY OCOOCHHOCTEH aBTOMATU3UPYyeMOro OH3Hec-Tpolecca WU
opraHu3aluu Tpyja (Hampumep, IOCMEHHOE JAeKYPCTBO), UCIIOJIb30BaHUE 001IeN yUeTHON
3alUCU JIOJXKHO COINPOBOXIATHCS OTMETKOW B JKypHaJ€ ydeTa MAallWHHOTO BpPEMEHH,
KOTOpasi JOJKHA OJJHO3HAYHO HMIAECHTU(UIMPOBATH TEKYILETO BJIaJeiblla YUYETHOMN 3amucu
B KaXabpli MOMEHT BpemeHU. OJIHOBpEeMEHHOE WCIOJIb30BAHUE OJHOW  0OIIei
N0JIb30BATEIbCKOM YUETHON 3alIMCH PAa3HBIMU MOJIb30BATEISIMU 3aIIPELIEHO.

CucrteMHble PErUCTPALlMOHHBIE Y4YETHBIE 3amucH (OPMHUPYIOTCS OINEpParMOHHON
CUCTEMOM U JOJIKHBI UCIOJIb30BaThCA TOJBKO B CIy4asiX, IPEANUCAHHBIX JOKYMEHTAlUEH
Ha ONEPALMOHHYIO CUCTEMY.

CnyxeOHble pPETUCTPAIIMOHHBIE YYETHBIE 3allUCH MCIOIB3YIOTCS TOJIBKO IS
3aIyCcKa CEpBHUCOB WIIN MPUIIOKEHUH.

Hcnonb3oBaHUE CUCTEMHBIX WM CIY>KEOHBIX YUETHBIX 3alUCced NIl pEerucTpaluu
N0JIb30BATEJEl B CUCTEME KAaTETOPUUYECKH 3aMpPEIIEHO.

Hacrosmasa IlosmTrka omnpenensieT OCHOBHBIE NpaBWja IMAPOJBHOW 3alllUThl B
MAJIOY "etckuii cag Ne271".

[Tomoxenust moauTuKU 3akperusitorcs B «llopsake mo opraHu3anuu MapoJbHON
3aIIUTHD).

4.3. [lonutuka peanu3anuy aHTUBUPYCHOM 3alTUTHI

4.3.1. Hazuauenue

Hacrosimiass I[lomuThka ompenensieT OCHOBHBIE TMpaBWja Ui peau3aiuu
antuBupycHoM 3amuTel B MAJIOY "letckuii cag Ne271".

[TomoxeHust MOMUTUKY 3aKpeTuIsTioTcst B «Ilopsiake 1Mo mpoBeICHUIO aHTUBUPYCHOTO
KOHTPOJISD.



10

4.4. TlonuTrKa 3alIUThl aBTOMATU3UPOBAHHOTO paboyero Mecra

4.4.1. HazuaueHue

Hacrosmas [lonutuka onpenenseT OCHOBHbIE MpaBuia U TpeOOBaHUS 1O 3aIUTE
aBTOMAaTU3UPOBaHHBIX pabouux mect - MAJIOVY "Jlerckuit cag Ne271".

4.5. TlonuTuka UCTOIL30BaHUS MMApOIeit

4.5.1. HazuaueHue

Hacrosimas TlonuTtuka onpenensieT OCHOBHbIE MpaBuiia U TpeOOBaHUS MO 3alIHUTE
unpopmarmu - MAJIOY "Jlerckuit cag Ne271" oT HeaBTOPU30BAaHHOTO JIOCTYMA, YTPAThl
WIH MOJU(UKAIIH.

4.5.2. TTonoxeHus NOJIUTHUKA

IlonmoxeHnus HaHHOﬁ MMOJIMTUKU OIPCACIIATOTCSA B COOTBCTCTBUU C HCIIOJIb3YCMbIM
TCXHUYICCKUM PCHICHUCM.

5. [Ipodunaktruka HapyHIEHUH MOIUTHK HHOOPMAITMOHHON O€30MaCHOCTH

ITon mnpodunakTukoil HapymeHudt mnomutuk Wb mnoHuMaeTcs mnpoBeacHue
perjiaMeHTHhIX paboT 1o 3amuTe HHPOpMALMK, NPEIYNPEKIEHUE BO3MOMXKHBIX
Hapymwennit b B MAJIOY "Jlerckuii cag Ne271" u npoBelneHHE pa3bsCHUTEIbHOU
pa6otsl o b cpenu monp3oBaTeneii.

[lomoxeHus: ompeaeneHsl JAOKYMEHTaMH, yTBepkaeHHbIMU [Ipukazom «O06
O0Oy4YeHHH COTPYJIHUKOB MpaBuUiiaM 3aIiuThl HHGopMarum», u «IlopsakoM TeXHUYECKOTO
00CITy>KMBaHUSI CPEJICTB BHIYMCIUTEILHON TEXHUKI.

5.1. JIuxBUanMs MOCIEICTBUM HAPYIICHUS TIOTUTHK WHOOPMAITMOHHONW 0€30MTaCHOCTH

AWb, wucnonb3ys  JaHHble, TOJyYEeHHbIE B  pE3yJbTare NPUMEHEHHS
WHCTPYMEHTAJBHBIX CPEJCTB KOHTPOJs (MOHUTOpHHTA) OezonacHoctu nHpopManuu MC,
JOJKEH CBOEBpPEeMEHHO oOHapyxuBaTh Hapyuienus Wb, dakter ocymectsiennss HCJ k
3amuinaemMeiM MP 1 npenpuHuMath MephI MO UX JOKAIU3alUU U YCTPAHEHHUIO.

B ciiyuae oOHapykeHust mojacuctemMoin 3ammTel nHopmaruu dakrta Hapymenus Ub
unu ocymectrienus HCJI x 3amumaembeim P UC pekomenayercs yeagomuth AWba, u
najee ciaea0BaTh UX YKa3aHUSIM.

HeiictBuss Aba u agmMuaucTpaTopa WHGOPMAITMOHHONW CHUCTEMBI MPU MPHU3HAKAX
HapyUIeHUS MOJUTUK MHPOPMAIIMOHHON O€30MaCHOCTH PETJIAMEHTUPYIOTCS CJIEAYIOIUMU
BHYTPEHHUMH JTOKYMEHTAMU:
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— perJamMeHTOM MOJIb30BaATENs;

— MOJIMTUKON MH(POPMAIIMOHHOW O€30MaCHOCTH;

— perjaaMeHTOM aJMUHHUCTpATOpa HH()OPMALIMOHHOW 0€30MacHOCTH;

— pPerJamMeHTOM CHCTEMHOTO aJIMUHUCTPATOPA.

[locne ycTpaHeHUs MHIMACHTAa HEOOXOIUMO COCTaBHTH aKT O (paKTe HApYIIECHUS U
NPUHATBIX ~ Mepax 10 BOCCTaHOBIEHHMIO paborocnocooHoctn MC, a  Takxke
3aperucTpupoBaTh (HakT HAPYIICHUsS B JKypHaje ydeTa HapylIeHUH, JUKBUIAINH HUX
IIPUYMH U TIOCJIEACTBUM.

5.2. OTBeTCcTBEHHOCTH 32 HapyuieHue [lonutuk 6e3onacHocTU

OTBETCTBEHHOCTH 3a BbINoIHEHKE TTpaBuil [1b Hecet kax bl cotpyanuk - MAJIOY
"Ilerckuit cag Ne271" B paMKax CBOUX CITY>K€OHBIX 00S13aHHOCTEN U MOJTHOMOYHUM.

Ha ocnoBanum ct. 192 Tpynosoro konekca Poccuiickoit denepaunn COTpYIHUKH,
Hapymaromue TtpeboBanus IIb - MAJIOY "Jlerckuii cam Ne271", Moryt OBITh
NOABEPTHYTHl UCIUIUIMHAPHBIM  B3BICKAHUSAM, BKJIIOYas 3aMe4aHue, BHITOBOP W
YBOJIbHEHHE C PaOOTHI.

Bce corpynHMkuM HecyT TMEpCOHaNbHYIO (B TOM 4HCIE MaTepUajbHYIO)
OTBETCTBEHHOCTh 32 MPAMOMN JIeUCTBUTENBHBIN yiiepo, npuunHeHHbiii MAZIOVY "Jletckuit
cag Ne271" B pesynbraTe HapyumeHus umu npasun noautuku Wb (Ct. 238 Tpynosoro
kojsiekca Poccuiickoit @enepanun).

3a HempaBOMEpPHBIA JOCTYyI K KOMIIBIOTEpHOW UWHGOpMAIMU, CO3/IaHHE,
UCIIOJIb30BAHUE HWJIA PACHPOCTPAHEHHE BPEIOHOCHBIX MPOrpaMM, a TAKXKE HapyIIEHUE
npaBml dKcIuTyaTanuu OBM, crneacTBueM KOTOpBIX SBWIOCH HapyiieHue padotsi 9BM
(aBTOMaTU3UPOBAHHON CHUCTEMBI 00Pa0OTKM MHPOPMALIUHK), YHUUTOXKEHHUE, OJIOKUPOBAHUE
Wi MoaudUKaIus 3amunaeMod uHpopmaluu, corpyaauku - MAJIOY "Jlerckuit can
Ne271" HEecyT OTBETCTBEHHOCTh B COOTBETCTBHUH CO CTAaThaMU 272, 273 u 274 YTroa0oBHOTO
kozekca Poccuiickont @enepanumu.
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