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TEPMHWHBI U ONPEJAEJIEHUSA

Be3onacHOCTh MePCOHANBHBIX JAHHBIX - COCTOSHHUE 3AIIUILECHHOCTU NEPCOHAIBHBIX JaHHBIX,
XapaKTepU3yeMoe CIOCOOHOCTHIO IOJIb30BaTENe, TEXHHUYECKUX CPEACTB U HHPOPMAIMOHHBIX
TEXHOJIOTUH oOecneduTh KOH(OUACHUHMAIbHOCTh, LE€JIOCTHOCTh M JOCTYIHOCTb IE€PCOHAJIbHBIX
JAHHBIX NIPH UX 00paboTKe B MHOOPMALMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX.

Joctym B omnepanMoHHYKW cpeay KoMmnboTepa (MHGOPMANMOHHON  CHCTEMBI
NEePCOHAJBHBIX JAAHHBIX) - IIOJyYE€HHE BO3MOKHOCTH 3allyCKa Ha BBIIOJHEHHE IITATHBIX
KoMaHI, (yHKUMH, mOpoueAyp ONEPAlMOHHONW CHUCTEMbl (YHHYTOXKEHHS, KOMHPOBAHHS,
nepeMenIeHNs U T.11.), HCIIOJTHAEMBbIX (ailIOB MPUKIIATHBIX IPOTPAMM.

JocTtyn K uH(pOPMAUUHU - BO3SMOXKHOCTD MOJy4YeHUsI HHPOPMALUU U €€ UCIIOJIb30BaHHUS.

NpnenTtudukanus - npucBoeHHE cyObeKTaM M 00BEKTaM JocTyna UIAeHTUUKatopa U (UiH)
CpaBHECHHUE MPEABABIICMOro HIACHTH(DUKATOPA C IEPEUYHEM MPUCBOCHHBIX HICHTU()UKATOPOB.

I/IH(l)OpMaHI/IOHHaH CUCTEMA MEPCOHAIBHBIX TAHHBIX - COBOKYIIHOCTb COACPKAMMNXCA B 0azax
JAaHHBIX IICPCOHAJIIbHBIX JaHHBIX H O6CCH€‘II/IB3.IOH_II/IX ux o6pa60TI<y I/IH(i)OpMaI_[I/IOHHLIX
TEXHOJOTHUH U TEXHUYECKHUX CpCACTB.

HcTouyHuk yrpo3nl 6e30nacHocTH HHpopManuu — CyOBEKT JOCTyIa, MaTepHATbHBIA O0BEKT
U (U3UYECKOE SBICHHE, SBIAIOIIMECS NPUYMHON BO3HUKHOBEHHS YTpO3bl 0€30MacHOCTH
nHpOpMALHH.

KonTposupyemass 30Ha - 3TO IIPOCTPAHCTBO, B KOTOPOM HCKIIOYEHO HEKOHTPOIHPYEMOE
npeObIBaHUE COTPYAHMKOB M IIOCETHTENEH omeparopa W TOCTOPOHHHUX TPaHCIOPTHBIX,
TCXHHUYCCKHUX U MHBIX MAaTCPpHAJIBbHBIX CPCACTB.

HecaHKUMOHUPOBAHHBIN J0CTYN (HECAHKUMOHUPOBAHHBbIE [JAeMCTBMA) - JOCTYyID K
uHbOpMAlUU UK AEWCTBUS ¢ MHGOpMalLMel, HapylIalolue MpaBuiia pa3rpaHuYeHus JA0CTyIa ¢
WCIIOJIb30BAHUEM IITATHBIX CPEACTB, NPEAOCTABIAEMBIX HWHOOPMAIMOHHBIMH CHCTEMaMH
IEPCOHAJIBHBIX JTAaHHBIX.

O0paboTka mnepcoHAJBbHBIX AAHHBIX - J00Oe JAelicTBue (omepaius) HJIM COBOKYIMHOCTH
necTBuil (omepanuii), COBEpUIAEMBbIX C HCIOJb30BAaHMEM CpEJICTB aBTOMAaTU3alUM WM 0e3
HUCTOJB30BaHMUs TaKUX CPEACTB C TMEPCOHATbHBIMU JaHHBIMHM, BKJIIO4Yas cOOp, 3amuce,
CHUCTEMaTH3alNI0, HAKOIUIEHUE, XpaHEHUE, YTOUYHEHHEe (OOHOBIICHHE, U3MEHEHHE), U3BJICUCHUE,
HUCTOJB30BaHNe, TMeperauy (pacmpocTpaHeHUe, MpeoCTaBleHUe, AOCTYI), OO0e3lIHnYuBaHUE,
O0J0KHMpOBaHKE, yAAICHHE, YHUITOXKECHHE TTEPCOHATBHBIX JTaHHBIX.

OnepaTop - rocyapCTBEHHBIM OpraH, MyHUIIMNIAJIbHBIA OPraH, IOPUINIECKOE WU



(GHU3HIECKOE JIUI0, CAMOCTOSITEIFHO UM COBMECTHO C APYTUMH JIMI[AMU OPTaHU3yIOmue U (WIIH)
OCYIIECTBISIONMKIE 00pabOTKy MepPCOHATbHBIX JaHHBIX, a TAKXKE OMpPEICAIONINe eJn 00padoTKH
HepCOHaJ'IBHBIX JaHHBIX, COCTaB HepCOHaHBHBIX JaHHBIX, IIOAJICKAIIUX 06pa60TKe, ﬂeﬁCTBHH
(omepaiuu), coBepiIaeMbie C MEPCOHATBLHBIMU JAHHBIMU.

IlepconanbHble AaHHBIEe - Jr00as HMHPOpPMaUMA, OTHOCSAIIASACS K IPSAMO HIM KOCBEHHO
OTIpPEJICICHHOMY MJIU OllpeaesieMoMy pU3ndecKoMy ULy (CyOBEKTYy NepCOHANBHBIX JAaHHBIX).

IHoab30BaTesib HHPOPMALMOHHON CHCTEMBI MEPCOHAJNBHBIX JAHHBIX - JIMI0, YYaCTBYIOLIEE B
GyHKIMOHUPOBAHUU HHPOPMAIITMOHHONW CUCTEMbl IEPCOHATIBHBIX JAHHBIX UM  HCHOJb3YIHOLIEe
pe3ylbTaThl €€ YHKIIMOHUPOBAHUS.

IIpaBuna pasrpaHu4eHusi AOCTYNa - COBOKYIHOCTb IpaBW, pErjaMEeHTUPYIOUIUMX IpaBa
JOCTyIa CyOBEKTOB 10CTyNa K 00beKTaM JOCTYyIa.

Pecypc uHpopmManMoHHON cHCTEeMbl - HMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO, NPUKIAJHOTO WU
anmnapaTHoro odecrnedyeHuss GPyHKIHOHUPOBAHUS UHPOPMAIITUOHHONW CUCTEMBI.

CpeacrBa BBIYUCJIAUTEJbHONW TEXHUKH - COBOKYIHOCTb MPOTPAMMHBIX W TEXHHYECKUX
3JIEMEHTOB CUCTEM 00pabOTKH JaHHBIX, CHOCOOHBIX QYHKIIHOHUPOBATH CAMOCTOATEIBHO UM B
COCTaBE JIPYTUX CHUCTEM.

Cy0bekT nocryna (cy0beKT) - JUIO WIM IpOLEcCC, AEHCTBUA KOTOPOrO pPErjiaMeHTHUPYIOTCS
npaBUJIaMH pa3TpaHUYEHHS JOCTYTA.

TexHu4yeckue cpeacTBa HHPOPMAUUMOHHON CHCTEMBI NEPCOHANBHBIX JAHHBIX -

CpelICTBa BBIYMCIUTENbHON TEXHUKH, MH(OPMAIMOHHO-BBIUYMCIUTEIbHbIE KOMIUIEKCHl M CETH,
CpelICcTBa U CHUCTEMBl Iepenady, npuemMa U 00pabOTKH MEpCOHAJIbHBIX NaHHBIX (CpeacTBa U
CHUCTEMBI  3BYKO3aIllMCH, 3BYKOYCHJIEHHS, 3BYKOBOCIPOU3BEIEHHUs, IEPErOBOPHbIE U
TEJIEBU3UOHHBIE YCTPOWCTBA, CpPEJICTBA M3TOTOBJEHUS, TUPAXKUPOBAHUS JOKYMEHTOB U JApYyTHE
TeXHUYECKHuEe cpeacTBa o0paboTku peueBoil, rpapuueckoil, Buaeo- U OyKBEHHO-UMPPOBOH
uH(popMalUK), MPOrpaMMHBIE CPeJCTBA (ONepalMOHHbBIE CUCTEMBbI, CHCTEMBI yIIpaBlieHUs 0a3zaMu
JaHHBIX U T.II.), CPEACTBA 3aIIUTHl HHPOPMALIUH.

Yrpo3sl 0e30MaCHOCTH NEPCOHAJBHBIX JaHHBIX — COBOKYINHOCTb YCJIOBHUM M (PaKTOpPOB,
CO3Jal0LIUX ONACHOCTh HECAHKIMOHHUPOBAHHOIO, B TOM 4YHCIE CIy4alHOro, JOCTyna K
NEPCOHAJIBHBIM JaHHBIM, pPE3yJbTaTOM KOTOPOrO MOXET CTaThb YHHMYTOXEHUE, H3MEHEHHE,
0JIOKMpOBaHHE, KOMUPOBAHUE, PACHPOCTPAHEHUE NEPCOHANBHBIX JAHHBIX, a TaKXe HHBIX
HECAaHKI[MOHUPOBAHHBIX JAeHCTBUM mnpu ux oOpaboTke B HHPOPMALMOHHOW CHCTEMeE
NEPCOHAJIBHBIX JTAQHHBIX.

Yazpumocts MCII[IlH — HenocraTok uiM ciaboe MECTO B CHUCTEMHOM MIJIM NPHUKIATHOM
nporpaMMHOM (IIpOoTpaMMHO-annapaTHoM) o0ecre4yeHu aBTOMaTU3UPOBAHHON



WHPOPMAIIHOHHOW CHCTEMBI, KOTOPOE€ MOJXET OBITh HCIIOJBb30BAHO JJIsI peaM3allMd YTPO3bI
o0e3omacHocTH I1/H.

HenocTHOoCT, HH(POPMALNMHU - COCTOSSHUE WH(OpPMAILWU, MPU KOTOPOM OTCYTCTBYET TH000E ee

U3MEHEeHUE TM00 U3MEHEHUE OCYIIECTBISACTCS TOJIBKO MPEJHAMEPEHHO CYOBhEKTaMHU, UMEIOIUMHU
Ha HEro Mnpaso.



NEPEYEHb COKPAIIIEHUM
ABIIO - anTUBHpPYCHO# porpaMMHOe oOecredyeHne
APM - aBTOMaTHU3UPOBAHHOE pabouee MECTO
HUCIIIn - napopManmoHHas CUCTeMa MEPCOHATBHBIX JaHHBIX
JIBC - nokayibHasi BBIYMCIUTEIbHAS CETh
HCJ] - HecaHKUMOHUPOBAHHBIN JOCTYN
OC - onepanoHHas cUCTEMA

I1Jln - mepcoHanbHbIE TaHHbBIE
I1O - mporpamMHOe obecrieueHue

C3U - cpencrTpa 3anmuThl HHGOpMauu
C3I1JH - cuctema (moacucTemMa) 3alluThl IEPCOHATBHBIX JaHHBIX
TKVYMU - Texuuueckue KaHaibl yTeUYKU HHPOPMAIIUH

VYBII[H - yrpo3sl 6€30MacHOCTUA MEPCOHAIBHBIX JaHHBIX



BBEJAEHUE

Hacrosmas [Monutuka nadpopmanuonnoit 6ezonacaoct MAJIOY «/lerckuii camg Ne 271»
pa3paboTaHa B COOTBETCTBHUHU C IEJsAMH, 33jJla4aMy W NPUHIUIAMH oOecreueHuss 0€301MacCHOCTH
MEePCOHANBHBIX JTaHHBIX.

[Tonutuka pazpaboraHa B COOTBETCTBUU C TPEOOBAaHUIMU HOPMATUBHBIX JOKYMEHTOB:

®denepanbHoro 3akoHa ot 27 utwoiist 2006 r. Ne 152-P3 «O nepcoHalbHBIX JTaHHBIX»;

[TocranoBnenus [IpaButensctBa «O0 yTBepKAeHUU TPEOOBAHUN K 3aLIUTE MEPCOHATBHBIX

JAHHBIX TpU HUX 00paboTke B HMHPOPMALMOHHBIX CHUCTEMax IMEPCOHAIbHBIX MJAHHBIX» OT
01.11.2012r. Ne1119; 7

[Ipukaza «O0 yTBepKIEHUU COCTaBa M COJEPKAHUS OPTaHU3ALNUOHHBIX M TEXHHUYECKUX
Mep mo oOecrmedeHUI0 O€30MacHOCTH IEepPCOHAIBHBIX JaHHBIX IpH HX o00paboTke B
MHPOPMALMOHHBIX CUCTEMaX MEPCOHANBHBIX NaHHBIX» 0T 18 despans 2013 r. DCTIK N 21.

B Ilonutuke onpenenensl TpeboBanus k nepconany MCII/IH, cTeneHb OTBETCTBEHHOCTHU
nepcoHana, CTPYKTypa M HEOOXOIMMBIM YpOBEHb 3aLIUMIIEHHOCTH, CTATyC M JOJIKHOCTHBIE
00513aHHOCTH COTPYJHHUKOB, OTBETCTBEHHBIX 3a oOecmeueHne O0e30MacHOCTH TNEePCOHAIBHBIX
nanubeix B UCII/Iln MBJIOY «Jletckuit cam No 153».



1. O0mMe MOJIOKEeHUA

Henbro Hactosmieidi [lonutuku sBiIseTcs oOecreyeHre 0E30IMaCHOCTH OOBEKTOB 3aIlUTHI
YupexaeHuss OT BCE€X BHUJIOB YIrpo3, BHEIIHUX W BHYTPCHHUX, YyMBIIUICHHBIX H
Henpe HaMEePEeHHBIX, MUHUMH3AIUA yiuep0a oT Bo3MoxHOU peanuzanuu Y BIT/(H.

Mepsl 1o obecneueHur0 O0€30MAaCHOCTH NEPCOHAIBHBIX JAaHHBIX I[PUHUMAIOTCSA JUIS
3allUTHl MEpPCOHAJBHBIX JaHHBIX OT HENPABOMEPHOrO WM CIYy4YalWHOrO JOCTyla K HHM,
YHUUTOXXEHUS, U3MEHEHHS, OJTOKUPOBAHHMS, KONMHPOBAHMS, MPEIOCTABICHHUS, PACIPOCTPAHECHUS
NEPCOHANBbHBIX JaHHBIX, a TaKX€ OT HHBIX HENPaBOMEPHBIX JEUCTBUH B OTHOIIECHUHU
IEPCOHAJIbHBIX JTaHHBIX.

Nudopmanus u cBsi3aHHBIE C HEll pecypchl JOJIKHBI OBITH JOCTYIHBI JIJIsl aBTOPU30BaHHBIX

nojbp3oBareneid. JJoMKHO OCYIIECTBISATHCS CBOEBPEMEHHOE OOHApyKEHHE M pearupoBaHUE Ha
VBII .

I[OJ'I)KHO OCYIICCTBIIATBHCA npeaoTBpali€HUE npe€aHaMEpEHHBIX niin CJ'Iy‘IElfIHBIX,
YaCTUYHBIX WJIH IMOJHBIX HCCAHKIMOHUPOBAHHBIX MOI{I/I(l)I/IKaHI/If/'I, HJIM YHHUYTOXKCHUA TaHHBIX.



2. Oo0JacTh 1elicTBUA

TpeboBanus Hacrosameil [loauTukn pacmpocTpaHsIOTCS Ha BceX coTpyaHukoB Omeparopa
(IITaTHBIX, BPEMEHHBIX, Pa0OTAIONIMX MO KOHTPAKTYy M T.I.), a TaKXKe BCEX MPOYUX JIHI
(moapAAYMKY, ayAUTOPHI U T.II.).



3. Cucrema 3alIUThI MCPCOHAJTBHBIX TaHHBIX
Cucrema 3aumutsl nepcoHainbHbiXx JaHHbIX (C3I1/IH), cTpouTCcs HA OCHOBAHUM:
— IEpeyHs NEPCOHAIbHBIX JAHHBIX;
— YacTHOM MOJIENM aKTyaJlbHBIX YIPO3 U BEPOATHOTO HAPYLIUTENS;
— TOJIOKEHHUs O Pa3TPaHUYEHUM IpPaB JOCTYIa K HEPCOHAIbHBIM JaHHBIM;

— HopmaTuBHBIX J0KyMeHTOB PCTOK u ®Cb Poccun.

Ha ocHOBaHHMH 3THX JAOKYMEHTOB OIpeeseTcss HeOOXOAUMbIH YPOBEHb 3allMINCHHOCTH
HUCIIOJIb30BaHUA TCXHUYCCKUX CPCACTB U OPraHU3alMOHHBIX MepOHpI/IHTHﬁ JJISL OGGCHC‘-IGHI/ISI
6e3omacuoctu [1/1H.

Opra"u3amnmoHHBIC MEPOTPHUSITHS TOJKHBI BKIIOYATh:

— TNpPaBOBOE OCHOBAaHUE I cOOpa MEPCOHATBHBIX JaHHBIX;

— OmpeJeleHNe OTBETCTBEHHBIX JIMI] 32 cOO0ieHneM Mep 0e30MMacHOCTH;

— 3aIHTy MEPCOHANTBHBIX JJAHHBIX, 00padaThiBaeMbIX 0€3 CPEJCTB aBTOMATH3AIHH;

— 3alIUTYy MEePCOHAJIBHBIX aHHBIX, 00pa0daTHIBAEMbIX C IPUMEHEHUEM CPEJICTB
aBTOMATH3AIINY;

— 3alIUTy OOBEKTOB OT XUIICHUS;

— 3aIlUTy CbEMHBIX HaKOMHUTENEeH, cCoAepKaINX MepCOHANbHbIEC JaHHBIE;

— BOIIPOCHI YHUYTOXCHHUA NCPCOHAIIBHBIX JaHHBIX.

B 3aBucumoctu ot ypoBHs 3amuimeHHocty UCIIJIH n aktyanbsHbix yrpos, C3I1/In MoxeT
BKJIIOYATh CIEAYIOIINE TEXHUYECKUE CPENCTBA:

— 3aIlUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYMNA K MEPCOHAIbHBIM JTaHHBIM;
— AQHTUBHUPYCHOM 3aIIUTHI JJIsi pab0YMUX CTAHIIMK MOJB30BaTENIeH U CEPBEPOB;
— MEXCETEeBOI'0 SKpaHUPOBaHHUS;

— oOHapyXeHHs BTOPKEHUIL;

— KOHTPOJIS 3aIUIIIEHHOCTH NEePCOHAIbHBIX JTaHHBIX;
— Kpunrorpaduueckoil 3amuTh HHGOPMALMH, IPHU Nepenade 3aluiuaeMol nHGopMaluu mo
KaHajaM CBS3H;

— 3allUThI CPCAbI BUPTYyAJIU3alIUHU,



4, TpeboBanus k noacucremam C3II/In
C3I1/In MOXKeT BKIHYATh B c€0s CICAYIOIIUE MTOJACUCTEMBI:

- Unentudukanuu u ayreHTHPUKAUMM CcyOBEKTOB JocTynma H OOBEKTOB JOCTyIA.
[Toncuctema obecrieunBaeT NPUCBOECHHE CyOBEKTaM U 00BbEKTaM JOCTyIla YHUKAJIbHOTO MpU3HaKa
(mpentudukaropa), CpaBHEHHE  MpeAbsABIsIeMOro  cyObexktom  (00BEKTOM)  JocTyma
UJEHTU(UKATOpPA C IEepEeYHEM IPUCBOEHHBIX HJICHTU(PUKATOPOB, a TakXKe IPOBEPKY
NPUHAICKHOCTH CcyOBekTy (00BEKTy) MAOCTyma TMpeaAbsSBICHHOTO MM HUJICHTU(DHKATOpa
(moaTBEPKACHUE TOIJIMHHOCTH ).

VYiopaBneHuss [JOCTyIOM CyOBEKTOB jocTyna K oObekram Jjoctryna. lloxcucrema
obecrieunBaeT yNpaBlIE€HHE MpaBaMU U NPUBWIETHAMH CyOBEKTOB JOCTyNa, pa3rpaHUYCHHE
JocTyna cyOBeKTOB JOCTyna K 0ObeKTaM J0CTyla Ha OCHOBE COBOKYNHOCTH YCTAHOBJIEHHBIX B
UHQOPMALIMOHHON cUCTeMe MpaBUI pa3TpaHUYEHHS AOCTyINa, a TakKe o0ecreyuBaeT KOHTPOJIb
3a cOOJII0/ICHUEM ITUX MPaBUII

- Orpanuuenus nporpammHoi cpensl. [loxcucrtema obOecrneuumBaeT YCTaHOBKY U (Wim)
3aMyCK TOJBKO Pa3pelieHHOr0 K HMCHOJB30BAHUI0O B MHPOPMALMOHHOW CHCTEME HNPOTPaMMHOTO
obecrieyeHusl WJIM HUCKJIOYaTh BO3MOYKHOCTb YCTAaHOBKM W (MJIM) 3allyCKa, 3alpelieHHOro K
MCT0JIBb30BaHUIO B MH(POPMALIMOHHON CUCTEME IPOTPAMMHOTO 00ecneyeHus

Peructpauun coObiTuii Oe3zomacHoctu. Ilogcucrema oOecneunBaer cOoOp, 3amuch,
XpaHEHUE W 3amUTy WHPopManmuu o coOBITHAX 0€30MacHOCTH B MH(POPMALMOHHON cHUCTeMeE, a
TaK>k€ BO3MOXXHOCTh IIPOCMOTpPA U aHajdu3a HUHPOPMALMHU O TAKUX COOBITUSX U pearupoBaHHUE Ha
HUX.

- AnTHBUpYCcHON 3amuTthl. [logcucrema obecrieunBaeT oOHApyXEeHUE B MHPOPMAIMOHHON
CHCTEeME KOMIIBIOTEPHBIX MpOorpamMm Jub00 WHON KOMIBIOTEPHOU MH(OpMaALUU, NpeJHa3HAYCHHOU
I  HECAaHKIIMOHMPOBAHHOTO YHUUTOXXEHMS, OJOKMpPOBaHUS, MOAU(PUKALUU, KONHUPOBAHUSA
KOMIBIOTEpHOW HHGOpMAIMM MIM HEUTpadu3aluM CpeACTB 3allUThl HHGOpPMALMHU, a TaKXKe
pearupoBaHue Ha OOHapyXEHHUEe 3TUX MPOrpaMM U UHPOPMaAIUH.

- OOnapyxenus (npenorBpainieHus) Bropxkenuid. [longcucrema obecneunBaeT oOHApYKEHHE
necTBUil B MHGOPMAIMOHHOW CHCTEME, HalpaBJICHHBIX Ha HECAHKIMOHUPOBAHHBIA NOCTYN K
nHbOpMaIUU, CIeHATbHBIE BO3/ICHCTBUS Ha HHOOPMAIIMOHHYIO CUCTEMY U (MJIU) MEPCOHAIBHBIE
NaHHbIe B IeNsSX JOObIBaHMS, YHUUTOXKEHHS, HCKaXEHHUS U OJOKUPOBAHHS JOCTyMa K
MEePCOHAJIBHBIM JIAHHBIM, a TaK)KE€ pearupoBaHUe Ha ATH JEHCTBUS.

- KonTtpons (ananu3za) 3allMIIEHHOCTH NMEPCOHANBHBIX JaHHbIX. [logcucrema obecneunBaer
KOHTPOJIb ~ YpOBHS  3allUMIIEHHOCTH  IEPCOHAJIbHBIX  JIaHHBIX, oOOpabaThiBaeMbIX B
MHPOPMAIUOHHOW CHUCTEME, NMYyTEeM MPOBEACHHUS CUCTEMAaTHUUYECKHUX MEpPONPUATHH IO aHaIU3y
3aUIUIIEHHOCTH HMH(OPMAIIMOHHOW CHCTEMbl U TECTHPOBAHHMIO pPabOTOCTIOCOOHOCTH CHUCTEMBI
3aIIUTHI NEPCOHAJIBHBIX JAHHBIX.

- OOGecneueHuss 1EIOCTHOCTH HMHPOPMAIMOHHONW CHUCTEMBl M TEPCOHAJIbHBIX JaHHBIX.
[Moacucrema obecrneunBaeT oOHapyKeHHEe (PAKTOB HECAHKIIMOHUPOBAHHOTO HapYIIEHUS



[EJIOCTHOCTH MHPOPMALMOHHON CHCTEMBI M COAEPXKALIUXCS B HEW MEepCOHAJIbHBIX IAHHBIX, a
TaK)X€ BO3MOXHOCTb BOCCTAHOBJICHUS HMH(QOPMALMOHHOW CHCTEMBl M COJEpXKAIUXCS B HEH
IIEPCOHAJIBHBIX JaHHBIX.

- ObecneyeHuss JTOCTYNHOCTHM TEPCOHANbHBIX JAaHHBIX. [loxcucrema oOecneuyuBaer
aBTOPU30BAaHHBIA JOCTYHN IOJIb30BaTeeil, MMEIOIUX IIpaBa MO AOCTYIYy, K ME€pPCOHAIbHBIM
JAHHBIM, COJIEpKAIMUMCS B MHPOPMALIMOHHON CHUCTEME, B IITATHOM peXUMe QYHKIHOHUPOBAHUS
MHGOPMALMOHHONW CUCTEMBI.

3amuTel cpeasl BUpTyanuszanuu. [loacucremMa nCKI0OYaeT HECAHKIIMOHUPOBAHHBIA JJOCTYT
K T[EepCOHAJbHBIM JAaHHBIM, oOpabaTbiBaeMblM B BHUPTyaJbHOM HHQPpACTPYKType, U K
KOMIIOHEHTaM BHPTyajdbHOH HMH(PACTPYKTYphl M (MJIM) BO3JEHCTBHE HAa HUX, B TOM YHCIE K
CpeACTBaM YIPAaBJICHUS BUPTYAJIbHOH HUH(PPACTPYKTYypOi, MOHUTOPY BHUPTYAJIbHBIX MAaIINH
(rumepBu30py), CUCTEME XpAaHEHHS JaHHBIX (BKJIIOYas CHCTEMY XpaHEHHsS 00pa3oB BUPTYyalbHOI
MHQPACTPYKTYpPHI), CETH Mepelayd JaHHBIX 4Yepe3 JJIEMEHTHl BHUPTYalbHOW HIN (PU3UUECKOU
UHQpPACTPYKTYpbl,  TOCTEBBIM  ONEPAMOHHBIM  CHCTEMaM,  BHUPTYaJbHBIM  MallHHAM
(koHTelHepaM), CUCTEME M CETH pPEIUITMKAllUH, TEPMUHAJIBHBIM U BUPTYaJIbHBIM YCTPOWCTBaM, a
TaKXe CHCTEME PE3ePBHOTO KOIMUPOBAHUS M CO3/1aBAEMBIM €10 KOIHUSIM.

- 3amuThl TEXHUYECKUX cpeAcTB. [loacucrema uckiroyaeT HECAHKIIMOHUPOBAHHBIN HOCTYII K
CTaIlMOHAPHBIM TEXHUUYECKHUM CPEICTBaM, 00pabaThIBaIOIINM MTEPCOHATbHbBIC TaHHBIC, CPEACTBAM,
obecrneuynBaromuM (QYHKIIMOHUPOBAaHHE HWHQPOPMAIMOHHOW CHUCTEMBl (Jajee - CpeAcTBa
obecrieueHus GyHKIIMOHUPOBAHMS), U B TOMEIICHHUS, B KOTOPBIX OHU IOCTOSHHO PAaCIOJI0XKEHBI,
obecrieunBaeT 3amUTy TEXHHYECKHX CPEJACTB OT BHEIIHMX BO3JCWCTBHI, a TakKe 3alIUTy
MEePCOHAIBHBIX JAHHBIX, MPEICTABICHHBIX B BUJC MHYOPMATHBHBIX JJICKTPHYCCKUX CHTHAIOB H
bu3nIEeCKuX MOJIEH.

- 3amuTsl MHOOPMAIIMOHHOW CHUCTEMBI, €€ CPEJCTB, CUCTEM CBS3H U Iepeaayd JaHHBIX.
[Toncucrema obecrmeyuBaeT  3alMUTy MNEePCOHANBHBIX  JAHHBIX MPU  B3aUMOJIEHCTBUU
WHOOPMAIIMOHHONW CHCTEMBl WJIM €€ OTIEIbHBIX CErMEHTOB C HHBIMU HWH()OPMAIMOHHBIMHU
cucTeMaMd U UHGPOPMAIMOHHO-TEIEKOMMYHHUKAIIUOHHBIMH CETAMHU TOCPEJCTBOM MPUMEHEHUS
ApXHUTEKTYpbl HHOOPMAIIMOHHOW CHCTEMBI M TPOCKTHBIX pEIICHUM, HaNpaBJICHHBIX Ha
obecrneueHue 6€30MaCHOCTHU MEPCOHATBHBIX JAHHBIX.

- BrisiBieHuss MHUOMAEHTOB W pearupoBaHuio Ha Hux. Ilogcucrema oOecneunBaer
oOHapyXeHHe, MICHTHU(UKAINIO, aHAJIW3 HMHLUHUACHTOB B MHPOPMALMOHHON CHCTEMeE, a TaKxke
NPUHATHE MEP MO YCTPAHEHUIO U NIPEAYNPEKICHUIO HHIUJIECHTOB.

- Yupasnenuss kKoHburypamued HWHPOPMAIMOHHONM CHCTEMBI W CUCTEMOW  3alUTHI
NMepcoHalbHBIX AaHHBIX. [logcucTema obOecrneunBaeT ynpaBlieHHEe U3MEHEHUSIMU KOHPUTYpaAIUU
WHPOPMAIIMOHHOW CHUCTEMBl M  CHUCTEMBl 3allUTHl TMEPCOHAIBHBIX  JaHHBIX, aHaJIu3
MOTEHIIMAIBPHOTO BO3JCHCTBUS TJIAaHUPYEMBbIX H3MEHEHHMH Ha obOecrneueHue O0€30MaCHOCTH
MEPCOHAJIBHBIX TAHHBIX, 4 TAK)KE JOKYMEHTUPOBAHUE dTUX U3MEHECHUU.



5. Ioas3zoBateau UCII/In

B HUCIIn OmnepaTtopa MOXHO BBIJACJIUTh CIEAYIOINIME TPYINNbl MOJb30BATENCH,
y4acTBYIOIHUX B 00paboTke n xpaneHuu I1/1H:

— anmuHuctpartopsl 6e3onacHoctu UCIIIH;
— mnonab3oBarean UCIIJIH;

— CHCTCMHBIC AIMUHUCTPATOPBHI.
I[aHHBIe O rpymnmnax IoJIb30BaTECIAX, YPOBHE UX OOCTYIIAa U I/IH(bOpMI/IpOBaHHOCTI/I JOJI?KCH
OBITH OTpaxxXCH B ITomoxeHnuu o pa3rpaHuuCcHUH IpaB JOCTYIIAa K IICPCOHAJIbHBIM JaHHBIM.

AnmuHuctpartopsl 6esonacaoctu UCII/An:
AnMuHUCTpaTOpOoM  O€30mMacHOCTH  sIBISeTCS  WTaTHBIM  coTpynHuk  Omeparopa,
OTBETCTBEHHBIN 3a pyHkunonuponanue C3I1/H.

Anmunuctpatop 0e30macHOCTH 00JaaeT CAeAYIUIUM yPOBHEM AOCTYINA U 3HAHUM:

— obnangaet npaBamu agmuHuctparopa UCIIdH;

— obmagaet moysiHOM mHopmanueit 06 UCIIdH;

— WMEeT JOCTYN K CpPeJCTBaM 3amHUThl HHOOpPMAIUU W MPOTOKOJIUPOBAHUS M K YACTH

kato4eBbix anemenToB UCII/H;

— HE HMeeT NpaB JOCTyNna K KOHPUTYPUPOBAHUIO TEXHHUYECKUX CPEJACTB CETH 3a
HCKJIIOUEHUEM KOHTPOJbHBIX (MHCIEKIIMOHHBIX).

A,I[MI/IHI/ICTpaTOp 0e30macHOCTH YIIOJTHOMOUYCH:

— peanu30BbIBaTh MHOJUTHKM Oe3omacHocTH B yacTu HacTtpoilku CK3U, mexceTeBbIx
9KpPaHOB U CHUCTEM OOHapyX eHHs aTakK, B COOTBETCTBHUU C KOTOPHIMU IOJIb30BaTelb
MOJIy4aeT BO3MOKHOCTh paboTath ¢ anementamu UCII/IH;

— OCYHCCTBJATH ayAUT CPCACTB 3alIUTHI,

— YCTaHaBJIUBATb JOBCPUTCIBbHBIC OTHOIICHUSA CBOEM 3alllMIIEHHOM CETH C ApyrumMu
3alllMIIICHHBIMHA CCTSAMMU.

Moas3oBateas UCIIAn

ITons3zoBarenem MCII[IH sBnsercda mrTaTHbId coTpyIHUK OnepaTopa, OCyLIECTBISIOMIUN
o6pabotky I1/In. O6paboTka I1/IH BkIIOUaET:
— BO3MOXKHOCTb npocMoTtpa I1/IH,
— pyunoi BBox [1JIn B cuctemy UCII/H,
— (dopMupoBaHUE CIPABOK U OTUYETOB Mo nHPopmanuu, nmoxydennon nu3z UCIIAH.
[lonb3oBaTenb He HMeEET MOJHOMOYUM sl yHpaBlieHUs MoACUcCTeMaMH o00paboTKu
naaaeix 1 C3I1/1H.

[Tonp3oBarens UCII/In 06namaeT cieayOIuM ypOBHEM JOCTYIA U 3HAHUM:

— obnagaet BCEMU HE0O0XO0AUMBIMU aTpudyTamu (Hampumep, apoJieM),
obecrneyrnBarIUMU JOCTYIl K HEKOTOpoMy noaMHokecTBY I1/1H;

— pacioJaract KOH(bHﬂCHHHaHBHBIMH AaHHBIMHU, K KOTOPBIM UMCCT NOCTYII.



CucteMHBIE aIMUHUCTPATOPBI:

CHCTEeMHBIM aJIMHUHUCTPATOPOM MOYET OBITh IMITATHBIA COTpyaHUK Omnepartopa MM JHUIA
CTOPOHHHMX OpTaHH3alHi, OCYIIECTBIAIOMMUX CBOM (YHKIMH HAa OCHOBAHHU ABYXCTOPOHHETO
A0roBopa. CucTeMHBIA AIMHUHUCTPATOP HEC UMCCT MOJIHOMOYHUH JId yIpaBJICHUA MOACUCTEMaMU
00paboTKH JaHHBIX U 0€30MaCHOCTH.

CucteMHBIN aIMUHUCTPATOP 00J1aaeT CIAEYIOUMM yPOBHEM AOCTYIA U 3HAHUM:

— o0namaer dYacThl0o HWHGOpPMAIMM O CUCTEMHOM HM NPHUKIATHOM TPOTPAMMHOM
obecneuenun UCII/H;

— o0rnagaeT yacThio HHGOPMAIIUU O TEXHUUYECKUX cpeacTBax u KoHpurypamuu UCII/H;

— uMeeT (U3UYECKUI NOCTYyNl K TEXHHUYECKUM CcpeAcTBaM o0paboTku uHpopmamuu u
CpeACTBaM 3allUTHI;

— 3HACT, II0 MEHBIIEH MEpE, OAHO JICTAJIBHOC UM NOCTYIIA.
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6. TpeboBanusi K mepcoHagy no odecnevyeHuro 3amuthol [1/n

Bce corpyanuku Yupexaenus, sustwomniuecs mnoiab3zoBatensimu UCII/H, monaxHB 4eTKO
3HaTh M CTPOrO BBINOJHATH YCTAHOBJIEHHBIE TNpaBUia W OO0A3aHHOCTH MO JOCTYIY K
3alUAIIaeMbIM 00BEKTaM U COOJIIOICHUIO MMPUHSITOrO pexknuMa 6e3omnacHocTu [1/1H.

[Ipyn BeTymJieHMHM B JOJKHOCTH HOBOTO COTPYJHMKAa HEMOCPEICTBEHHBIH HadYallbHUK
nojapa3JieieHus, B KOTOpPOE OH IMOCTymaeT, O0O0s3aH OpraHU30BaTh €ro O3HAaKOMJIEHHE C
JOJDKHOCTHOM ~ MHCTPYKLMEH M HEOOXOAWMBIMM  JOKYMEHTaMH, pPEerjaMeHTUPYIOLIIUMHU
TpeboBanus mo 3amwute I[/lH, a Takke o0Oy4eHHE HaBBIKAM BBIIOJIHECHUS MPOLEAYD,
HEOOXOIMMBIX JJI CAHKIIMOHUPOBAaHHOTO ucnojb3oBanus UCII/IH.

CoTpyaHHUK NOJKEH OBITh O3HAKOMIIEH CO CBEJCHUSMH HacTosmeld [TonuTuku, mpuHATHIX
npouenyp padorsr ¢ anemerntamu UCIIn u C3I1/]H.

CotrpynHuku YUpexkJeHHUs, HCIOJb3YIONIMEe TEXHHYECKHUE CpelICcTBa ayTeHTU(HUKauu,
JOJKHBI 00ecrneynBaTh COXPAHHOCTh UJIEHTU(PHUKATOPOB (3JIEKTPOHHBIX KII0OYEH) U HE JONyCKaTh
HCJI x HuM, a Takke BO3MOXHOCTb HMX YTEpPU HJIM MCIOJb30BAaHUS TPETbUMH JIMIAMU.
[Tonp30BaTenn HECYT NEPCOHATBHYIO OTBETCTBEHHOCTh 32 COXPAHHOCTh UJEHTHU(UKATOPOB.

Corpyanuku  YupexAeHHs  JOJKHBI  CJI€J0BaTh YCTAHOBIEGHHBIM  MpolLeaypam
nojaepxxanusi pexxuma Oe3omnacHoctd [IJ]IlH mpu BbeIOOpe W MCHONIB30BAaHMM THapojieil (ecnu He
UCTIOJB3YIOTCSI TEXHUUECKUE CPElICTBA ayTEHTU(DUKALINH).

CoTtpyanuku YupexaeHHUs JOJKHBI 0OeclneyrnBaTh HaJJIEXKaAUIyI0 3alIUTy 000pyIOBaHHUS,
ocTtapisieMoro 0e3 mpucMoTpa, 0COOCHHO B TeX ClydasX, KOrja B MOMEIICHHE MMEIT JOCTYI
NOCTOPOHHHE JHIa. Bce mosib30BaTeNn JOJDKHBI 3HATh TpeOoBaHus mo Oe3omacHoctu [1JIH u
NpoIeayphl 3alUTHl 000PYIOBAHUS, OCTABIEHHOTO 0€3 MPUCMOTpPA, a TaKXKE CBOU OOSI3aHHOCTHU
no o0ecreYeHnI0 TaKO! 3aIIUTHI.

CoTpyHHMKaM 3ampeliaeTcsi yCTaHaBIMBATh IOCTOPOHHEE INpOrpaMMHoOe obecriedeHue,
MOJIKJII0YaTh JUYHBIE MOOUJIbHBIE YCTPONWCTBA U HOCUTENHN UH(OpMaALINHK, a TAaKXkKe 3allUChIBaTh Ha
HUX 3alUIaeMyIo HH()OpMaIHIO.

CoTpyaHukaM 3ampelniaercs pasrianiaTh 3alldilaeMylo UHPOpMaluio, KoTopas crajga UM
U3BECTHA MpU paboTe ¢ UHPOPMALMOHHBIMU CUCTEMaMU Y UpEXICHUS, TPETbUM JIUIIaM.

ITpu padore ¢ I11n B UCIIIH coTpyaHUKH YUpexaeHus 0053aHbl 00eCeYuTh OTCYTCTBUE
BO3MOXHOCTHU npocMotpa I1/In Tperbumu nunamu ¢ MOHUTOPpOB APM minu TepMuHaos.

ITpu 3aBepmenun paborsl ¢ MCII[AH coTpyaHuku o06sa3aHbl 3amuTuTh APM unun
TEepMHUHAJIBl C MOMOIIbIO OJOKMPOBKU KJIOUOM UM HKBUBAJEHTHOTO CpEJCTBAa KOHTPOJS,
HanpuMep, T0CTYIIOM IO Mapoo, €ClIU He UCTIOIb3YIOTCS 00jiee CHIIbHBIE CPEACTBA 3alIUTHI.

CoTpyaHuku YupexJeHUs NOJKHBI ObITh MPOMH(MOPMUPOBaHBI 00 yrpo3ax HapyUIeHHUS
pexuma OeszomacHoctu IIJ[H ¥ OTBETCTBEHHOCTH 3a ero HapymeHue. OHU JOJKHBI OBITh
O03HAaKOMJIEHBI C YTBEPXKIECHHON pOpMaIbHON Mpoueaypoll HaJ0KEeHUS
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JUCLUIUIMHAPHBIX B3BICKAHUM Ha COTPYJHUKOB, KOTOpbIC HApPYIIWIHU MPUHATHIE IOJUTUKY U
npoieaypsl 6ezonacuoctu [1/IH.

CoTpynHuku 00s3aHBl 0€3 TpoMeMIeHHs coo0marh 000 BceX HaONIOJaeMbIX WU
MO03pUTENbHBIX ciydasx padboret UCIIH, Morymux moBiiedb 3a cO00# yrpo3sl 0€30MacHOCTH
I1/IH, a Tak)xe O BBISIBICHHBIX UMM COOBITUSX, 3aTparuBammux 6eszonacuoctsb I1/1H, pykoBOaCTBY
noJpa3/ieeHUs U JUIY, OTBEUAIOLIEMY 3a HEMEJJICHHOE pearupoBaHue Ha yrpo3bl 0€30MacHOCTH
I1H.



7. OTBETCTBEHHOCTh COTPYJIHHKOB

B coorBerctBum co cT. 24 @enepanpbHoro 3akoHa Poccuiickoin denepanuu ot 27 urous
2006 1. No 152-®3 «O mepcoHalbHBIX JAaHHBIX» JWIa, BUHOBHBIC B HapylUIeHUH TpeOOBaHUU
nanHoro ®denepanrbHOro 3aKOHa, HECYT TpPaXIaHCKYIO, YTOJOBHYIO, aJIMUHHCTPAaTHUBHYIO,
NUCHUIUIMHAPHYIO U HMHYIO NPEJyCMOTPEHHYI0 3aKoHoAaTenbcTBOM Poccuiickoit dexnepauuu
OTBETCTBEHHOCTb.

JleficTBylolmee 3aKOHOAATenbCcTBO P® mo3BONsAET MNPEABABIATH TpeOOBaHHS IO
oOecneyeHuto Oe3zomacHOW paboOTHl ¢ 3amumaeMod uWHGOpManHMed W IpeaycMaTpuUBaeT
OTBETCTBEHHOCTh 3a HapyUIEHHWE YCTAHOBJEHHBIX MpaBWJ HKcIuTyatauuu OBM u cucrew,
HENMPaBOMEPHBIA JOCTYyNn K HWHGOpPMAUMM, €CIM OTHU JEHCTBUSA MPUBEIM K YHHUTOXKCHUIO,
O0okupoBaHuI0, Moaudukanuu uHGopManuu UK HapyleHuo paborsl O9BM unu cereit (crathu
272,273 u 274 YK PO).

Anmunuctpatopsl 6e3omacHoctd MCII[IH HecyT OTBETCTBEHHOCTh 3a BCE JACHCTBHS,
COBEpUICHHbIE OT MMEHHM HX YYETHBIX 3aMHCeH HIIM CHUCTEMHBIX YUYETHBIX 3alUCcel, ecliu He
noka3aH (akT HECAHKIIMOHUPOBAHHOTO MCIOJIb30BAHUS YUETHBIX 3aMHUCEH.

[Ipn HapymeHusx coTpyaHuKamu YupexnaeHus - noab3oBareneit MCIIJIH npasui,
CBsI3aHHBIX ¢ 6e30omacHOCThIO [1/IH, OHUM HECYT OTBETCTBEHHOCTh, YCTAHOBIECHHYIO JIEHCTBYIOLIUM
3aKOHOAaTeIbCTBOM Poccuiickoit @eaepanuu.
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